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Abstract: The development of IOT (Internet of Things) technology has led to the
emergence of numerous applications that use the Internet as a means of communication.
The paper presents an application of this kind that represents a smart home. The main
feature of this application is due to the presence of artificial intelligence. Thus, a neural
network is used to predict the occurrence of adverse events. This aim is a fingerprint of the
signals generated by the sensors for different regimes of the smart house. When changing
the fingerprint, the neural network decides whether the modification constitutes a dangerous
situation and causes the measures to be taken accordingly.
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1. INTRODUCTION

Released relatively recently, IOT technology has experienced an explosive development in several areas:
devices, technologies and platforms. IOT is equally a technology and a concept. Due to the numerous advantages
presented by this technology there is extensive research into the development of this area. There is currently a
tendency to generalized connection through the Internet of many elements with which we interact in the daily
work [1].

In order to integrate into this technology, an object must be capable of either receiving data and sending data
either via the Internet. There are currently complex structures built on various principles that are connected to the
Internet network. For example, if all devices in one enclosure can connect directly to the Internet, the solution
has high reliability, but the costs can be high. On the other hand, if the devices connect to a central point, the
reliability is lower, but the costs may be lower. From another point of view, a central point allows the primary
processing of data before it is sent over the Internet [1] [2].

Another aspect is presented by information security over the Internet. The use of a focal point can increase
information security through the implementation of advanced protection measures. You can also make primary
data processing by filtering and converting them. This way the communication is simplified and the amount of
data lot transmitted is reduced.

The number of objects (sensors, execution elements, smart elements) currently present at a smart house is
relatively high. For this reason, detecting dangerous situations by analyzing a set of signals is generally difficult.
Depending on the outcome of the analysis, sometimes local measures may be taken, other than outside
intervention is required. A local decision-making factor can often be essential in such situations.

The paper presents the general structure of a smart house with a central point. In the focal point, with specific
computing capabilities, a predictive neural network is deployed. This network is designed to analyze the
fingerprint of the environment and to decide what measures need to be taken to remedy the situation [3].
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2. THE STRUCTURE OF THE SMART ENVIRONMENT

The smart environment is a generic smart home structure. The house has three rooms, a kitchen, two bathrooms
and two halls. Each room is equipped with open sensors [3] on windows and doors, broken window sensor on
Windows, presence sensor, humidity sensor and temperature sensor. There are also presence sensors in the halls.

All these sensors are connected to a centralized system with the following functions:
O  Monitors Opening doors and windows;

Monitors the breaking of the windows;

Monitors the presence of persons in rooms;

Monitors the temperature in each room;

Monitor the humidity in each room.
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In special situations the system can also be equipped with noise sensors or microphones for capturing ambient
sounds.

The smart home system can also be filled with other sensors or control elements (cameras, chemical sensors,
etc.). The structure presented is a minimal structure for the intended purpose and is shown in Figure 1.
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Fig. 1. The Smart House.
All these items are connected by radio to a central system [3] [4]. The central system develops alarms and local
and remote alerts. The centralized system is also equipped with a prediction mechanism made with a neural
network.

3. NEURAL PREDICTION NETWORK

The Neural prediction network is shown in Figure 2. This neural network is designed to generate alarm and/or
warning signals based on the fingerprint of existing signals in the smart environment.

In the network training phase, it shall be presented to the group of signals for known situations and warnings
and/or alarms that the network must generate. In Figure 3, the network training mechanism is presented.
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Input sequences are vectors of the values of the elements in the smart environment. These forms (sequences)
represent situations of ambient conditions for which there is no suspicion of the occurrence of an unwanted
event. For example, a sequence is represented by the multitude of temperature and humidity values at a given
time on the premises.
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Fig. 2. The prediction neural network.
This sequence has a predictable and dependent evolution of certain factors: the presence of persons, time
represented by the hour and date, the status of other objects, etc. Typically, it assumes that the network provides
enough examples of input-output pairs. In this way the network is instructed to recognize those shapes that
correspond to the sequences describing abnormal or dangerous states. The network is trained adaptively, step by

step, to anticipate a series of sequences over time. Because the network Is incrementally trained, it can respond
to changes in the relationship between previous values and future signal values.
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Fig. 3. Neural network training.

One of the important issues of these structures is the sampling signal rate. For example, the signals collected
from the temperature and humidity sensors are continuously changing. A constant speed of the sampling rate
may be established, or a threshold may be established, which if it is exceeded to trigger the sampling process (for
the sequence).
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Fig. 4. Error signal.
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It can be estimated that the intelligent environment considered is a nonlinear system. An adaptive model is very
precise, if the restless system remains near the given operating point. If the nonlinear system moves to a different
operating point, the adaptive network changes the model for the new point. This will generate an error that can
negatively influence the operation of the system. Figure 4 represents the network error signal at such an event.

As seen from Figure 4, the error signal can generate false alarms since it is not a system error but is the error of
adapting the network to the new conditions. Therefore, the alarm signal should be correlated with the sensor that
generates this condition. It also introduces different time constants that allow the system to reach the state in
which the result is a certainty.

4. CONCLUSIONS

Using a predictive neural network Improve the performance of the smart home system. Firstly, the introduction
of the neural network allows the local processing of information without the need for remote transmission of
information. The system sends through the INTERNET network codes corresponding to the different crash
situations [7] [8].

For simple systems, the network has fewer predictive models. For this reason, high complexity systems have
much better results.

The use of the predictive neural network eliminates the need for the presence of a human operator. In most cases
the signals generated were correct and the situations were resolved correctly. Following the experiments resulted
in a confidence degree of 87%. Further refinements can increase this confidence.
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